UY BAN NHAN DAN CONG HOA XA HQI CHUNGHIA VIET NAM

THI TRAN VAN GIA Poc 1ap - Tw do — Hanh phiic
S6: 87 /KH-UBND Van Gia, ngay 23 thang o nam 2023
KE HOACH

Ung phé s ¢, bao dam an toan thong tin mang
trén dia ban thj tran Van Gia nam 2023

Thuc hién Ké hoach sé 1713/KH-UBND ngay 27/5/2022 cta UBND
huyén Van Ninh vé tng pho su cd, bao dam an toan thong tin mang trén dia ban
huyén Van Ninh nam 2022, UBND thi tran Van Gia ban hanh Ké hoach tng pho
su ¢, bao dam an toan théng tin mang trén dia ban thi trin Van Gia nhu sau:

I. MUC PiCH, YEU CAU
1. Muc dich

- Bao dam an toan thong tin cho cac hé thong thong tin quan trong trén
dia ban thi tran Van Gia; bao dam kha nang thich ing mot cach chu dong, linh
hoat va giam thiéu cac nguy co, de doa mat an toan thong tin trén mang; dé ra
cac giai phap tng pho khi gip su cd mét an toan thong tin mang.

- Tao chuyén bién manh mé trong nhdn thic vé an toan thong tin ddi véi
luc luong cong chire, vién chiec.

- Bao dam cac nguodn luc va cac diéu kién can thiét dé san sang trién khai
kip thoi, hi¢u qua cac phuong an tng ctru khan cap sy co6 an toan thong tin
mang.

2. Yéu ciu

- Cian ctr trén két qua khao sat, danh gia cac nguy co, su cd mat an toan
thong tin mang cua h¢ thong thong tin cua cac co quan nha nudc trén dia ban dé
ra phuong an d6i pho, ing clru sy ¢6 tuong tng, kip thoi, phu hop.

- Phuong 4n dbi pho, tmg ciru sy ¢b an toan thong tin mang phai dit ra
dugc cac ti€u chi dé co6 thé nhanh chéong xac dinh dugc tinh chat, mac do
nghiém trong cua su co khi su c6 xay ra.

- X4c dinh cu thé cac nguén luc, giai phap td chirc thyc hién va kinh phi
détrién khai cac ndi dung cua K& hoach, bao dam kha thi, hi¢u qua.

- Thudng xuyén trao doi thong tin, chia sé kinh nghiém trong cong tac
bdo dam an toan thong tin tdn dung su phoi hop, ho trg ctia cac don vi nghiép vu
cua BO Thong tin va Truyén thong va S& Thong tin va Truyén thong tinh Khanh
Hoa.

II. NHIEM VU TRIEN KHAI

1. Trién khai cic nhiém vu khi chwa c6 sw ¢6 xay ra

- Tuyén truyén, pho bién cac vin ban quy pham phap luat, tai liéu hudng
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dan chuyén mon vé an toan thong tin mang

- Noi dung thuc hién: Tb chuc tuyén truyén, phé bién, hudéng dan noi
dung ctia Luat An toan thong tin mang; Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 ctia Chinh phu vé& bao dam an toan hé thong thong tin theo cap do;
Théng tu s6 03/2017/TT-BTTTT ngay 24/4/2017 ctia B trudng Bo Thong tin
va Truyén thong quy dinh chi tiét va hudng din mot sd diéu cua Nghi dinh sb
85/2016/ND-CP ngay 01/7/2016 ctia Chinh phu; va cac van ban quy pham phép
luat, tai liéu hudng dan chuyén mén vé an toan thong tin mang trén cic phuong
tién thong tin dai chung, Cong/Trang TTPTctia huyén va cac x4, thi trn.

- No1 dung thyc hién: Tham gia cac 16p tap huan, dién tap cac phuong an
dbi pho, tmg ctru su ¢b tuong ing vai cac kich ban, tinh huéng sy ¢b cu thé;
nang cao ky nang, nghiép vu ph01 hop, mg ctru, chong tan cong, xu Iy ma doc,
khac phuc sy ¢6; tham gia huan luyén, dao tao, bdi dudng, dién tdp ving, mién,
qudc gia, qudc té theo triéu tap ciia cac co quan.

2. Trién khai phong ngira su cd, giam sat phat hién s6m sw 6
- N61 dung thuc hién:

+ Trién khai thyc hién he théng Trung tim Gidm sat an toan thong tin
mang (SOC), két n6i Trung tdim Gidm sat an toan khong gian mang quoc gia,
mo rong pham vi giam sat dén dia phuong; t6 chitc giam sat, phat hién som céac
nguy co, su cd; kiém tra, ddnh gia an toan thong tin mang va ra quét, boc g,
phan tich, xir Iy ma ddc; phong ngira su ¢b, quan 1y rui ro; nghién clru, xac
minh, canh béo su cd, rii ro an toan théng tin mang, phan mém doc hai; xay
dung, 4p dung quy trinh, quy dinh, tiéu chuan an toan thong tin; tuyén truyén,
nang cao nhan thirc vé nguy co, sy ¢, tin cong mang.

+ Ra soat danh gia tinh hinh, cong tac phong ngira sy ¢ trong thoi gian
qua, xac dinh nhitng mat trong tam, trong diém €6 nguy co, tu do tap trung trién
khai cac bién phap bao v¢, phong ngira; chu y sap xép, bd tri can bo du ning luc
chuyén mén, c6 pham chat tot dé dam nhiém nhimg vi tri quan trong trong quan
1y, van hanh cac hé théng thong tin. Chu trong van dé nang cap giao thire bao
mat trang thong tin dién tir, co s& ha ting mang trong hé théng thong tin cia dia
phuong.

3. Trién khai cac dieéu kién san sang doi pho, irng ciru, khiac phuc sw
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- NOi dung thyc hién: Trang bi, nang cap trang thiét bi, cong cu, phuong
tién, gia han ban quyén phan mém phuc vu ung cuu, khic phuc su co chuan bi
cic diéu kién bao dam, du phong cac ngudn luc va tai chinh dé sin sang doi
pho, ing ctru, khic phuc khi sy cd xay ra; thué dich vu ky thuat va td chie, duy
tri doi chuyén gia irng ctru sy cd; td chuc va tham gia cac hoat dong cia mang
ludi tng ciru su cd.

4. Panh gia cic nguy co, sw ¢d an toan thong tin mang

- NO1 dung thuc hién: T6 chic danh gia hi¢n trang va kha nadng bao dam
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an toan thong tin mang dbi voi hé thong thong tin; danh gia, du bao cac nguy co,
su ¢d hé thong thong tin co thé xay ra; du bao dbi twong co thé tin cong, pha
hoai gy ra sy cd mat an toan thong tin mang; danh gia, du bao cac hau qua,
thiét hai, tac dong co thé néu co xay ra su cb; danh gia vé hién trang phuong
tién, trang thiét bi, cong cu hd tro, nhan lyc phuc vu dbi pho, ting ctru, khic
phuc su ¢d cta co quan, don vi (bao gdm ctia ca nha thau di ky hop dong cung
cap dich vu néu c6).

S. Xay dung phwong an ddi phé, ing ciru d6i véi mot sé tinh hudng
sir co cu thé

- Noi dung thye hién: Pbi voi mdi hé théng thong tin va chuong trinh ng
dung, can xay dung tinh huéng, kich ban su cb cu thé va dua ra phuong an doi
pho, img ctru sy co tuong ung. Trong phuong an d6i pho, tmg ctru phai dat ra
duoc cac tiéu chi dé c6 thé nhanh chong xac dinh dugc tinh chat, mtc do
nghiém trong cua sy ¢ khi su ¢b xay ra. Cac co quan quan 1y, van hanh hé
thong thong tin, chuong trinh Umg dung phai xay dyng phuong an d6i pho, tng
ctru su co theo hudng dan cua S& Thong tin va Truyén théng va cac don vi
chuyén mon thudc Bo Thong tin va Truyén thong.

IV. TO CHUC THUC HIEN
1. Cong chirc Tai chinh —Ké toan

- Cin ctr ké hoach lap du toan kinh phi 16ng ghép trong Ké hoach chuyén
d6i s6 va bao dam an toan thong tin mang hang nim cua co quan, don vi dé trién
khai cac nhiém vu dugc giao, chu dong xay dung du toan kinh phi chi tiét, gui
vé Phong Tai chinh - K& hoach tong hop, trinh UBND huyén phé duyét, cip
kinh phi thyc hién cac nhiém vuy.

- Cir can bo tham gia cac chwong trinh huan luyén, dién tap va khoa dao
tao, tap huin bao dam an toan thong tin mang dé nang cao k¥ ning va cong tac
tham muu trién khai giam sat, biao dam an toan thong tin.

2. Cong chirc Vin phong — Thong ké:

- Chu tri, ph01 hop voi cong chire Van hoa — Xa hoi xu 1y su cb may tinh,
mang dudng truyén sd licu chuyén dung cua dai phuong; ra soat hé théng may
tinh va trang thong tin dién tur nham phat hién, xay dung cac giai phap khac
phuc diém yéu cO nguy co gay mat an ninh thong tin; trién khai cac phuong an
phong ngira su cd, gidam sat phat hién sém cac sy cd; kiém tra danh gia an toan
thong tin mang va ra quét, boc go, phan tich xir Iy ma ddc.

- Thyuc hién xac dinh cép do, lap hd so dé xuat cép do an toan hé théng
thong tin theo quy dinh tai Piéu 14 va Piéu 15 Nghi dinh s6 85/2016/ND-CP
ngay 01/7/2016 cta Chinh phii va huéng dan tai Thong tu s6 03/2017/TT-
BTTTT ngay 24/4/2017 ctia B6 Thong tin va Truyén thong quy dinh chi tiét va
huéng dan mot sd diéu cua Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cta
Chinh pht vé bao dam an toan hé thdng thong tin theo cap do theo quy dinh.

3. Cong chirc Vin héa — Xa hoi: Tuyén truyén nhiing quy dinh vé dam



4

bao an toan, an ninh hé théng thong tin. Tham muu UBND ting cudng cong tac
quan ly nha nudc ddi voi cac hoat dong st dung dich vu internet, dich vu buu
chinh vién thong nham kip thdi ngin chan phat hién va xir 1y cac to chic, ca
nhan ¢6 hanh vi vi pham an toan, an ninh thong tin trén dia ban thi trin Van Gia.

Trén day 1a Ké hoach tng pho su ¢, bao dam an toan thong tin mang trén
dia ban thi tran Van Gia nam 2023.

Noi nhgn: (VBDT) TM. UY BAN NHAN DAN
- Phong Vian hoa va Thong tin huyén;

- BCP chuyén dbi s thi tran;
- Luu: VT,VHXH.

CHU TICH

N gu)'gn Huu Trwong
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